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THE UNDER SECRETARY OF DEFENSE 

3030 DEFENSE PENTAGON 
WASHINGTON, DC 20301-3030 

OCT 1 0 2019 R£SEARCH 

AND ENGINEERING 

Dear cademic oll ague : 

Forad cade scientists at uni r ities and re earch center , upported b the D partment of 
Defense (DoD) ha e made ground-breaking scientific di co eri that underpinned dramatic 
commercial and national ecurit ad ances, ignificantl impro ing the Ii s of citiz n h re and 
abroad. DoD recognize th ontribution of re arch integrity principl s, such as the fr e e chang 
of idea tran parenc . and ollaboration a ross research cornmunitie as critical to our mutual 
uc e s. Yet today the abilit to make similar ad ance i at risk. and re earch integrit i 

jeopardized through foreign go ernment exploitation that intentionall target . . and allied 
partner r earch and intellectual capital. 

We mu t find a to protect re earch integrity that has contribut d to the creation of th 
fine t research in ti tut ion in tbe v orld and allow u to attract the ne essary talent to maintain our 
economic and national security. The principle f integrity, openne , recipr city merit-based 
competition, and tran parenc are the foundation of merican inno ation. The theft of controlled 
information and unethical div r ion of intellectual capital thr atens both the merican econom and 
the ecurity of our nation. I r que t our a i tance to pre er e the long- tanding nom1 and ethical 
beha iors that ha e benefited our research institution . 

The ch all nge of prot ting the int grity of our r earch enterpri e i a national priority. In 
hi ptember 16 2019. letter 1 to the r search communit . Dr. Kel in Droegem ier Dir ctor of the 
White Hou e Office of cience and Technolog Policy (0 TP), d cribed a n  O TP-led 
interagency Joint ommittee on the Re earch Environment JCORE). DoD i. an acti e participant 
in JCORE, and in its sub-committee on Re ear h ecurit hich i initially focused on oordinating 
four line of ed ral ffort: coordinating outreach and engagement; disclo ure requirements for 
parti ipation in fi derally funded research· best practice for academic re earch in titution · and 
methods for identification a sessment. and manag ment of ri k. Thi work will help ag nci that 
fund Fed ral research to d velop common standard for identif ing and adjudicating conflict of 
interest and conflict of commitment from th se di lo ure . It will also help agencies that fund 
Federal re arch to lari con equence for failing to mak the e disclosure . 

ven prior to the establishment of J OR . DoD has taken e eral tep to addre this ri mg 
threat and protect open re earch at .. in titutions. In October 2018 th retar of Defense 
formed the Protecting ritical Technolog Task Fore to ork acros the defense industr and 
re earch nterpri e toward these goal . On Mar h 20, 2019. to address conflict of intere t and 
conflict of commitment, I igned a memorandum2 requiring that all re earch and re arch-relat da
educational acti itie conduct d through DoD re earch grant cooperati e agreement Technolog 
fn e tment Agreement , and other non-procurement tran actions require ke per onnel to di clo e 

1 hnps://www. whitehou e.gov/wp-content/upload /2019/09/0 TP-letter-to-th - -re earch-communit - ptember-
2019.pdf 

Dr. Michael D. Griffin, nder ecretary of Oefen e for Re earch and Engineering Memorandum ti.tied ·· ct ions foro
the Protection of Intellectual Property. Controlled lnfonnation, Ke_ Personnel and Critical Technologies,'° dated 
March 20, 2019. 

2 

https://e.gov/wp-content/upload


all current and pending project , time commitments to other projects, and funding sources at the time 
of application. I expect your support to ensure your faculty meet the e new reporting requirement . 
We will use this information to limit undue influence by countries that desir to exploit DoD 
research science and technology, and inno ation enterpri e through foreign talent program and 
other mean . 

additional step , the Department is pursuing a Go ernrnent- ide approach to ensure 
appropriate control of our science and technolog in estment , con i tent protection of critical 
technologie , and elimination of foreign exploitation and influence to counter this threat. o 
laboratory uni er ity, i.ndu try partner, or Government agency can address the full scope of this 
challenge alone and olution to this problem can only result from ad namic partnership between 
our public and private s ctors. o that end I request your assistance in identifying and taking action 
against illegal activities and unethical pra tice acros our r earch enterpri e. I encourage you to 
partner with DoD Program Officers. the Defen e ounterintelligence and ecurity g ncy the 
Defen e Criminal In tigati e ervice the Air Fore Office of pecial lnvestigations, the Arm 
Criminal lnve tigation Di i ion, the Arm Counterintelligence Division. the a al Criminal 
1n estigative ervice and/or the Federal Bureau of Investigation, which all work to upport and 
protect the DoD research enterprise. Together they tand ready to le rage their organizational 
capabilities and authoritie to aid you. 

I also seek our h Ip in de eloping and implementing solutions and best practices and 
participating in threat a arenes and information sharing. I appreciate the many ongoing activiti 
by educational organizations such as the American Council on Education (A E), the A sociation of 
American ni ersities (AA · ). the Association of Public and Land-grant niversities ( PL and 
the Academic ecurity and ounter Exploitation (A CE) Working Group to address the threats 
po ed b foreign governments exploiting the research community. I encourage ou to read and 
con ider implementing the effective policies and practices compiled b th AA and th APL m 
the April 22, 2019 report AcNon Taken by Universitie to Addre Growing oncern about 
ecurity Threats and ndue Foreign Influence on ampu ,3 and the addendum to the ACE letter of 

Ma 10, 2019,4 and to upport participation in the A CE5 Working Group. 

Open international collaborations are important to DoD and the ation and w mu t al o 
protect against those who seek to exploit thi openne . L t u redouble our ffort to protect 
research integrity and intellectual capital while eeking a long-term competiti e advantage and 
premier innovation enterpri e. Thank ou for our leadership on this critical i ue. 

Plea e contact Brian Hughe (brian.d.hughe 3.ci mail.mil) or Kri topher Gardner 
kri topher.e.gardner2.ci mail.mil) from the Office of the Under ecretary of Defen e for 

Re earch and Engineering with an questions on this matter. 

incerely, 

Michael D. Griffin 

3 https://ww" .aplu.or members/councils/go emmental-affair cga-mi cellaneou -documents/Effective- ci- ec­
Practices-What-Campuse -are-Doing.pdf 
4 https://ww .acenet.edu/Documents/Memo-ACE-membership-foreign-espionage.pdf 
5 https://a ce.tamu .edu 
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