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complianc _ dressing
concepts critical to understanding the vast
network of federal regulations related to
exports.

This seminar examines the various federal laws and
regulations governing export controls and the
conduct of University research.



Backgr
1775

Contine ritain
1917

Trading With
1949

Export Control Act- prot
1977

International Emergency Economic Powers Act- implement embargos
1991

President’s Enhanced Economic Powers Act- emphasis on end use and
end user

2001
Patriot Act- Post 9/11

ea and China

from postwar scarcity



rt” of certain
controlle for reasons of

national securit
* “Export”

— is defined very broadly to include an oral or written
disclosure of information, visual inspection, or actual
shipment outside the U.S. of technology, software/code or
equipment to a foreign person

 Any method of disclosure may apply:
— email, telephone, websites, tours, training sessions



 Any Foreig that is not
currently incorpora e United States or
organized to do business in the United States

 Anyone who is not a lawful permanent
resident of the United States.

*Realize that this definition applies even if the individual is
physically in the United States!



e Curtail export c that assist the
military potential of adversaries

e Compliance with Trade Agreements

e Prevent development of nuclear, chemical and
biological weapons



Export

e Internati ations (ITAR)

e United State Muni
e Export Administration Regulations (EAR)

e Commerce Control List

e Office of Foreign Assets Control

e Country specific sanctions and regulations



ontrol

e Depart with

inherently

e Department of Co — technologies with
“dual uses” but primarily commercial

e Department of the Treasury — OFAC — prohibits
transactions of value with certain countries and
individuals



nse articles and
ncludes design,
articles) which are controlled

— Based primarily on whether an article or service is deemed to
be inherently military in character

— Licensing handled by the Directorate of Defense Trade Controls
(DDTC)

services (furnis
engineering and use of de



VI.

VII.

Ammunitio

tguns

Launch Vehicles, Guide issiles, Ballistic Missiles,
Rockets, Torpedoes, Bombs and Mines

Explosives, Propellants, Incendiary Agents
Vessels of War and Special Naval Equipment
Tanks and Military Vehicles



XI.  Military Ele

XIl.  Fire Control, Range
Control Equipment

XII. Auxiliary Military Equipment

XIV. Toxicological Agents including Chemical Agents,
Biological Agents, and Equipment

ptical and Guidance and

V4

XV. Space Systems and Associated Equipments



ems

XVIl. Cla se

XVIIl. Directed E
XIX. Reserved i i

XX. Submersible Vessels, Oceanographic and
Associated Equipment

XXI. Miscellaneous Articles



odities,
technology, an identified by an

Export Classificatio

— These are good and services that that have “dual use” meaning they have
civilian AND military uses.

e Licensing handled by Bureau of Industry and Security (BIS)

e The inherent capabilities and design, not the end use,
determines whether the item falls under the ITAR or the EAR




O 0 N O U

Materials
Electronics De
Computer (development .
Telecommunications and Information Security
Sensors and Lasers

Navigation and Avionics

Marine

Propulsion Systems, Space Vehicles and Related Equipment



untry
and may i ce to
OFAC’s list of

In certain cases, OFAC regulations “trump” other government
agencies such as the BIS (for example, shipping items to Iran)

OFAC has a “Specially Designated Nationals and Blocked
Persons List”

Prohibits payments or providing “value” to nationals of
sanctioned countries and certain entities



If USA r

technologi

government

allowing:

— Certain foreign researchers and students in the
U.S. (including on campus) or foreign persons

outside the U.S. from participating in research
involving the controlled technologies

— The sharing of research results with foreign
persons

— Providing training and other services to foreign
persons

— Sending equipment or software outside the U.S.

o get
efore



ECLs

e Advance universities

may be subje

e ECLs are applicable to research fields not
traditionally associated with the “military” such as
life sciences materials (biological agents and
toxins) and computers (encryption technology)

e University research reliance on Federal funding
with increased compliance requirements

e |Increased “globalization” of University research




AKA: Forei

Predominantly from India, Jépah, Vietnam, Saudi
Arabia and Nepal

These students are valuable members of our
student population and research activities!



ge to

research

Failure to com
imprisonment

Compliance is not easy because ECLs are
complicated and confusing

Federal Government has increased enforcement
and investigations of universities since 9/11/2001

fines and possible



Troublesome Cla
Shipping/Material Transfer
Travel

Payment to Vendors

estrictions



es may
aterials
and informa rom the U.S.
Government, unless an exclusion applies.

Fortunately, the majority of research at USA will
be covered under an exclusion to the ECL
requirements.

What are the exclusions?




ot apply to

informati ed and

publicly availa
Libraries, bookstores, o S

Trade shows, meetings, seminars in the U.S. open to the public
Published in certain patent applications

Websites accessible to the public

Courses listed in a university catalog of a general nature

*Mass market exclusion available for encrypted items that you
would have to pay for*



B. EDUCATIO

ITAR: No export rmation (but not
technology and mat eral scientific,

mathematlcal or engineering prmaples commonly taught in.
. universities.”

EAR exclusion for “educational information” released by
instruction in catalog courses and associated teaching
laboratories. So, in general, no need for a license to share
information as part of a regular course being taught at USA.



C. EMPLOYME
information subje
national is/has:

e Afull-time, employee of USA
 Not a national of certain countries (E:1)
A permanent address in the U.S. while employed at USA

if the foreign



ill cover

e Basic or applied re | or engineering
— at an accredited institution of higher learning in the U.S.

— resulting information is ordinarily published and shared broadly
in the scientific community




e Equipmen
e Troublesome C /Con
e Shipping/Material Transfer
* Travel

 Payment to Vendors

estrictions



The EAR defines a deemed export as the release of technology or source code
subject to the EAR to a foreign national (no green card) in the U.S.

Such rellease is “deemed” to b home country of the foreign
national. =

Situations that can involve release of U.S. technology or software include:
— Tours of laboratories
— Foreign students or professors conducting research
— Hosting foreign scientists
— Emails, visual inspection, oral exchanges

Unless the fundamental research exclusion applies, a university’s transfer of
controlled (on the CCL or the USML) technolo%y to a non-permanent resident
foreign national may require a license and/or be prohibited.



Troublesome C /Con
Shipping/Material Transfer
Travel

Payment to Vendors

estrictions



require a | ch exclusion

is applicable.

— The transfer of controlle nology or source code of a
controlled item to a FN may require a license, NOT the normal
operation or use of the item or piece of equipment

— Technology that is subject to export controls is “use” technology (i.e.
operation, installation, maintenance, repair, refurbishing, overhaul)

— BIS considers manuals to be published when available from the
manufacturer.




Troublesome Ci
Shipping/Material Transfer
Travel

Payment to Vendors

Restrictions



FUNDAMENTA
restrictions on the
the research, other than limi
research sponsors to:

Prevent inadvertent divulging of proprietary information
provided to the researcher by the sponsor

Insure that publication will not compromise patent rights of
the sponsor

ccepts any
tion resulting from
prepublication reviews by

*Prepublication review by the sponsor is allowed as long as it is

timely and cannot have publication restrictions placed after
review



lause that:
e Gives asponsorat approve publications

* Forbids the participation of foreign nationals in
the research effort

These limitations are applicable to any sponsor,
whether federal, private or not-for-profit
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required from ip to any foreign
nation. A license c obtain so plan ahead!

If equipment is subject to EAR reéulations, the necessity of
license is dependent on the facts:

— where it is being shipped and,
— do any exceptions apply

Plan ahead and notify ORCA/OTT as soon as possible.

It is illegal for equipment to be shipped to a country subject to
sanctions/embargo under OFAC

Remember, this includes material transfers!
Reginald Taylor, Associate Director
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country

— License ma technology
loaded on lapt op itself

 There are license exceptlons available
— TMP — temporary exports

» Form is good for one year
— BAG — baggage
— Laptop, equipment must stay under “effective contro
for travel to certain countries

I”



— Sanctione

 The Departments of Commerce, State, OFAC, and
other government agencies have denied
entities/persons lists

— We use Visual Compliance to check individuals and
companies to see if they are on a “list”



be found at:
southalabama.edu/travel/international.ht

DO NOT purcha ements prior to
submitting this form

Once you have received the review feedback from OIE you will need
to READ, PRINT, SIGN , and attach the documentation to your
formal request for leave, absence, etc.

This can then be submitted to the appropriate department,
college/administrative unit for APPROVAL.

*Realize that your Request for Leave forms have changed as well!*


http://www.southalabama.edu/travel/international.html

e Equipmen
e Troublesome C /Con
e Shipping/Material Transfer
* Travel

 Payment to Vendors

estrictions



denied
lists cou

— Includes pay toer in the U.S. or
abroad

— Payment to foreign entity should raise a red
flag!

— Visual Compliance can be used to check
vendors



— Have vi
— Student Orie

If you have material/items in your area subject to
export controls, it matters whom can tour your
space without a license!!



ional working

with certain controlled propri echnology
— License needed to ship certain goods/technologies outside the
U.S.

e ITAR —very complicated and expensive

— DSP-5/Technical Assistance Agreement required for foreign
nationals working with export controlled technology/defense

service
— Technology Control Plan required



Are there fo
the project?
Will the researcher o
restricted information?

Destination: Is the research technology or goods going

overseas to a foreign company, government or
individual?

What do the end-users intend to do with the research
results or goods?

g on

r be receiving



Will the results be pu
Will there be restrictions?

What is the n
Assistants (grad s

on publications

on access

on dissemination

on proprietary information



— Determine if
technology/end use

— Determine if license exemption or exclusion is
available (public domain, fundamental
research, EAR exemption from CCL, etc.)

Contact ORCA for help!!!



e ATCPissi es to secure
controlled tec

materials, software, use and observation

by unlicensed non-U.S. citizens

— If this is not possible, then a license or technical assistance
agreement would be needed

Those closest to the action know their area and
things in it the best. THINK!



nt

ept. of

In conjunction oes not allow

foreign nationals N

In conjunction with an agreement that involves
controlled technology — includes NDAs

Or in conjunction with any project that involves
controlled technology!

TCP template - Export Controls website:



— Crimina
Imprison

— Civil: seizure a cation of
exporting privilege, ine per violation

* Professor Roth (Univ. TN) just sentenced on 7/1/09 to four
years in prison

Thomas Butler (Tx. Tech) sentenced on 10/24/05 to two
years in prison and $37,400 fine

Hughes Electronics and Boeing Satellite Systems - $32M
Boeing - $4.2M
Lockheed Martin - $13M



Training
e Monitoring >

* Export Control Management Plan
— Development

— Implementation
— Monitoring



comp
Universi

e Please contact the Office of Research
Compliance and Assurance

— Alison Henry (460-6509) with any questions or for
assistance.



ON THE LIGHT SIDE

These are the Commandments—thoss over there are the Government Guidelines that go wﬂh them,
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