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Trusted CI: 
The NSF Cybersecurity Center of Excellence 

https://trustedci.org/


What is Cyberinfrastructure (CI)? 



Cybersecurity Transition to Practice (TTP) 

https://trustedci.org/ttp


Cybersecurity TTP Success Stories 

https://blog.trustedci.org/2020/05/ttp-skim-reaper_19.html
https://blog.trustedci.org/2020/06/ttp-machine-learning.html
https://www.trustedci.org/ttp-success


Transition to Practice Success Story
CILogon 2.0 - Integrated IAM Platform for Science 

Cybersecurity TTP Workshop, June 19, 2019, Chicago, Illinois

NSF #1547268 
PI: Jim Basney

Team: Flanagan, Fleury, Gaynor, 
Koranda, Oshrin

Email: jbasney@ncsa.Illinois.edu

Challenges we sought to address
• Enable logon to scientific 

cyberinfrastructure (CI)
• Seamless IAM for academic 

research collaborations
• Use your campus identity
• Manage attributes/groups/roles 

for many research applications

Innovations we delivered
• Support for 2500+ identity 

providers, including international 
campus identity providers, 
GitHub, Google, and ORCID

• Multiple application APIs
(OIDC, SAML, LDAP, X.509, SSH)

• voPerson attribute schema for 
Virtual Organizations (VOs)

TTP Best practices and key learnings

• TTP takes time! 10 years from first 
grant to first paying customer

• SBIR / STTR / I-Corps isn’t the only way

• Talk to campus TTP office early

• Include TTP in grant milestones

• Program Income Fund →
Self Supporting Fund

• Understand customer acquisition costs

• Get authorized signature on contracts

Solution Overview Value Proposition for users
• Researchers: federated auth for 

research applications
• CI operators: SaaS subscription
• Higher ed: open source IAM platform 

for campus research collaborations
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Credit: Robin Sommers’ 2019 NSF Summit presentation

TTP Example: Bro/Zeek/Corelight
CRITERION 10



Trusted CI TTP Playbook 

https://trustedci.org/ttp


TTP Technical Readiness Level (TRL)
Assessment Tool 



TRL Explained 



TTP adaptations from the source
material: definitions 



TRL Worksheet: 
Subsystems and Components 



TTP TRL Worksheet Example: Web 
Interface Subsystem 



1 Research problem 

TTP Canvas - Template 



1 Research problem 

TTP Canvas - Filled in for ASSERT 



NSF TTP Programs 



NSF Cybersecurity Summit 

https://trustedci.org/summit/


Trusted CI Partners 
https://trustedci.org/partners 



Monthly Webinars 

https://www.trustedci.org/webinars
https://www.trustedci.org/trustedci-email-lists


Staying Connected with Trusted CI 

https://trustedci.org/webinars
https://trustedci.org
https://blog.trustedci.org
mailto:ask@trustedci.org
https://trustedci.org/trustedci-email-lists
mailto:info@trustedci.org
https://trustedci.org/vulnerabilities/
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