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Why Kuper? 

►15 Years Wall Street Analyst 
• So I know how to BS with the best of them 

►5 Years IQT 
• So I’ve heard the BS from the best of them 

►6 Years Advisor to DoE Lab 
• So I’ve seen the best of both (BS and real deal) 
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 It Used To Be This 
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The Global Battle Field 

►Practically every nation is ramping up cyber 
warfare operations 
• Russia is already well established cyber command as it sees cyberspace 
“will be a theater of war in future military confrontations” 

• China’s PLA Unit 61398 suggested to have attacked 141 non-Chinese 
organizations in 20 countries 

• NATO has run an annual cyberwar exercise with 29 nations since 2011 
• South Korea launched its cyberwarfare command in 2009 
• North Korea’s Unit 121 and the Chilbosan Hotel in Shenyang, China 
• India plans to gear up with 500,000 cyber warriors by 2017 
• Iran reportedly hacked many US major banks and an unclassified network 
of the US Navy and Marine Corp over the past two years. 

• Israel gets it… 

http://www.jpost.com/Defense/Analysis-How-Israel-is-dealing-with-cyber-warfares-new-stage-345578 
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The New War 

“The heroes of Israel's future wars will not be dust-
covered tankers, anonymous pilots or paratroopers 
in red berets. 
Those heroes would be the techies, hackers, web 
and high-tech geeks that lie around in the halls 
and rooms of Israeli intelligence, bombarding their 
bosses with ideas, developments and new 
devices.” 

http://www.al-monitor.com/pulse/originals/2013/07/idf-budget-set-
up.html##ixzz3FTnXmhPV 
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US cyber funding for cyber 
technology steadily increases from 
roughly $6.4 billion in 2014 to almost 
$7.8 billion projected for 2018. 

  

   
 

  
  

 

   

   

  

   

About That Increased Investment… 

A $1.4BN increase over 4 years?? 
Given other countries’ relative spend 
on cyber versus traditional military, we 
are being “outgunned” 

The “bullish” case: With a cumulative 
market valued at $65.5 billion (2015 – 
2020), about 6.2% CAGR. 

Note: The DIA recently suggested China military spend more likely $240BN in 2013 
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Other Hot 
“Security” 
Investment 
Areas 
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Ferguson, MO Pop: 21,000 

►How to “police” 21,000 people? 
►Since 2003, $9.4 million for police in St. Louis 
County including two helicopters, a Bearcat, and 
night vision equipment. 

►“The focus is terrorism, but it’s allowed to do a 
crossover for other types of responses…It’s for any 
type of civil unrest…the grant [has] no restriction 
put on that by the federal government.” 

- Nick Gragnani, executive director of St. Louis Area 
Regional Response System 
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AGAIN, Ferguson, MO Pop: 21,000 

►What grant? 
• Department of Homeland Security has distributed more 
than $34 billion through “terrorism grants,” enabling local 
police departments to acquire equipment 

►But wait – there’s more!!! 
• Enter the 1033 program. The Department of Defense 
provides military-grade weapons and equipment to local 
law enforcement agencies 
• “1033 program has transferred more than $5.1 billion 
worth of property. In 2013 alone, $449,309,003.71 worth 
of property was transferred to law enforcement.” 

http://www.thedailybeast.com/articles/2011/12/20/local-cops-ready-for-war-with-homeland-security-funded-military-weapons.html 
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Damn the Pumpkins! 

►This is not an isolated scenario 
►Keene, a small New Hampshire town (pop. 
23,000) had 3 homicides from 1999 to 2012 

►Yet, in 2011 it spent ~$286,000 of tax dollars 
on a BearCat armored personnel-carrier 

►The police chief of Keene justified the 
acquisition to patrol the town's "Pumpkin 
Festival and other dangerous situations" 

- The Economist 
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 Oh The TERROR!!! 
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 We Got This… 
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…And This is What You Get 

“Bring out the BearCat” 
“Indeed, in the Keene case, the mere presence of advanced 
weaponry only seemed to aggravate the situation.” 

Former Boston police commissioner: 
“The donning of riot helmets and the 
use of chemical munitions had the 
effect of creating confusion and 
perpetuating the unruly behavior 
of the crowd”. 

"It's just like a rush. 
You're revolting from 
the cops". 

http://www.bostonglobe.com/opinion/editorials/2014/10/20/pumpkin-festival-chaos-keene-leaves-plenty-blame-around/iiH6IyXZLYcOBLsFtXDKXP/story.html 
http://www.cnn.com/2014/10/19/us/new-hampshire-pumpkin-festival-riot/In-Q-Tel Private—Do not disseminate without approval of In-Q-Tel 18 
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Why So Angry? 

Maybe because the “recovery” 
never actually happened… 
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About Those Jobs Created… 

59.2% of Americans are working 
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  And Any Jobs Going to “Retirees” 
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Not Just Here… 
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EU Citizens 
<25 = 24% 



    

 It Used To Be This 
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   But Now It Is This 
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Hang Overs Only Getting Worse 

? 
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  But the Stock Market Says All is Great! 
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Look Who’s Doing Better 

► What Income 
inequality? 

► If you’re in the top 
15% you’re fine 

► Anyone below 85th% 
is making less than 
peak earnings 

► Anyone below 
50th% is the same 
or below 1973 
income levels 

► Anyone below 40th% 
is earning less than 
they did in1973 
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Up and To The Right 
(or down and to the left) 
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 Angry, Indeed… 
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And That is Likely to Persist 

And shall we dare recall 
that ~70% of US GDP is 
powered by the 
consumer? 
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And You Wonder Why… 

►People feel like they are not getting ahead. 
►Americans feel they are no longer dealing 
“our” government, but “THE” government. 

►There is unrest in the streets (and fields). 
►You’re an educated, unemployed, broke 
20something.  What are you going to do? 

►Ferguson, Keene, etc., are essentially a 
barometer of what is really going on. 
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So, What? 

What does this have to do with cyber security? 

Everything. 

In-Q-Tel Private—Do not disseminate without approval of In-Q-Tel 32 



    

 

  
 
 
 
 

Why Take On This? 

►Why take on this? 
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When you can do this? 

From the Comfort of Your Favorite Coffee Shop 
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 From this 
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VWM 

►Virtual War Machine 
• Some smart protesters have already figured this out 
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 Define “Nation-State” 

“The OpIsrael campaign was launched by the 
hacking collective in retaliation for attacks on 
Gaza.” 
- BBC News 
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Think Your Company is Not A Target? 

The hackers who successfully infiltrated the network of 
JPMorgan Chase and hit 83 million records also breached 
the networks of approximately nine other financial 
institutions, none of which has been publicly named. 

The report quotes unnamed U.S. officials, who suspect the 
hackers were operating from Russia and “appear to have” 
ties to the Russian government: 

“It could be in retaliation for the sanctions” placed on 
Russia, one senior official briefed on the intelligence said. 

http://dealbook.nytimes.com/2014/10/03/hackers-attack-cracked-10-banks-in-major-assault/?_php=true&_type=blogs&_r=0 In-Q-Tel Private—Do not disseminate without approval of In-Q-Tel 38 
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Define Critical? 

►It’s not just traditional targets… 
• Montana confirmed that 1.3 million people were 
being notified of a breach after hackers accessed 
a public health department server 
• Community Health Systems Inc, one of the 
biggest U.S. hospital groups, said a cyber attack 
from China in the theft of 4.5 million records 
• Anthem database hack exposing 80 million 
customers and employees. 

http://www.theglobeandmail.com/report-on-business/international-business/us-business/community-health-says-data-stolen-in-cyber-attack-from-
china/article20094209/ 
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Sony’s Snowden Moment 

“I ran this company and I had to worry about 
everybody … People were really scared. … But 
nagging in the back of my mind, I kept calling [IT] 
and being like, ‘They don’t have our emails, tell me 
they don’t have our emails,'” she said. “But then 
they did. That was a bad moment. And you know 
what you write in emails.” 

– Amy Pascal, ex-Sony Pictures co-chair 
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Not Wanting to be the Next Sony 

►And so now we get this: 
• Piper Jaffray: Security the top spending priority 
for CIOs this year “with a whopping 75% of the 
respondents saying they would increase 
spending in 2015.” 
• ComputerWorld survey in Nov 2014 found overall 
security budgets will increase 46% in 2015 
• Gartner: Companies to spend $77BN in 
ITsecurity in 2015 going to $93BN by 2017 
• Cyber security insurance projected to double in 
2014 to $2BN 
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And This 

199 security deals in 2014 (Q3YTD); 46 Series A, +21% from 2013 
- more deals at this stage than in any other year since 2007 
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Corporate VC’s Back With a Vengeance 

a/o Oct 21, 2014 
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And Look Who’s a Player 
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VC’s Making It Rain 

• Public market valuations 
for security very rich 
• FEYE: 30% premium 
• PANW: 76% premium 
• PFPT: 26% premium 
• SPLK: 70% premium 

• Oh, and that is for 
revenues (in 2016), not
earnings… 

• 2016 P/E analysis: 
• FEYE: NMF 
• PANW: 72.7X 
• PFPT: NMF 
• SPLK: 621.1X 
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  Why Do People Rob Banks? 
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 It Used To Be This 
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   But Now It Is This 
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This is Going to be BIG 

► By the year 2020 the IoT is expected to encompass as many 
as 212 billion devices (IDC) 

► Could “unleash as much as $6.2 trillion in new global 
economic value annually by 2025” (McKinsey) 

• $2.3 trillion of economic impact for the global manufacturing industry 
alone1 

► IoT investment to exceed $4 Trillion – more than the total 
spend for all traditional technology investment by 2020. 

1. http://www.ptc.com/about/manufacturing-transformation/internet-of-things 
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Big and Fast 

More Sensors…     …More Data 
44 Zettabytes by 2020 

*Note 1 ZB = 1 BN TBs 
In-Q-Tel Private—Do not disseminate without approval of In-Q-Tel 50 



    

  

 

     
 

VC Money Already Flowing to IoT 

Over $1 Billion in 2014, +49% 
Y/Y* 

51 
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But Automation Already Revealing Issues 

YAY! 
A new technology to catalogue vulnerabilities! 
• From CSA Survey: 

“Nearly 72 % admitted that they did 
not know the number of shadow IT 
apps within their organization, but 
certainly want to.” 

…And IOT has just begun 
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Know Your Market 

http://www.slideshare.net/Viktorcheng/ipbc-asia-2013-1119-vc 
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Cyber Security Will Remain Hot 

►Attackers to multiply 
• Nation States ramping 
• Organized crime reaping tremendous rewards 
• Citizen unrest will seek a more sustainable outlet 

►Attack surface to multiply 
• Cloud, mobile spreading data even further 
• Think cyber war affecting physical domain is all bluster? 
ATMs spit out cold hard cash 
• IT doesn’t know what’s on their networks – good or bad 
• IoT is just getting started… 

►And the money is there, everywhere 
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Cyber Security Will Remain Hot 

►There is an undeniable crucial need for 
innovation 

►Tech transfer will see greater interest if it can 
succeed in crossing the chasm 
• That means finding the champion to get it over the line 

►It took IQT over a decade to figure its model out 
►We don’t have the luxury of another decade so 
let’s get this worked out this year 
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A Call to Arms 

What’s your idea? 
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Efficient Market Theory 

►What is this?

    

  

  

 

 
 

QUESTIONS ? 
` 

pkuper@iqt.org 

mailto:pkuper@iqt.org
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