Executable
Steganography
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al,59 # 0xb@, Ox3b

jmp 42414244 # Two byte relative
nop # 0x90

# Original instruction

add QWORD PTR [rbp-8], rax # ©Ox48 0x01 Ox45 Oxf8
# Cover instruction: movabs rax, [00000000600606¢4
.byte  ©0x48, 0xb8

xor rsi,rsi # Ox48, 0x31, Oxf6
xor rdx, rdx # Ox48, 0x31, Oxd2
jmp L+2+442 # Two byte relative
# Original instruction

QWORD PTR [rbp-8], rax # 0x48 0x89 0x45 Oxf8

| m Executable Steganography is an Honor’s research
R thesis that seeks to enhance the field of code
oy A obfuscation. By taking advantage of long operand
lengths afforded by the x86 64 architecture,
i B8 oo s assembly instructions can be hidden inside the

operands of longer instructions. By including a
sequence of jumps from the inside of one operand to
the next, a second, hidden execution path can be
formed. The objectives of this thesis are to perform
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.text:00000POBBBYANSBE ; Attributes: bp-based frame a . O
-text:0000000000400AGE

Xt O0UO0OMONGE wmrse pro near an attack analysis of the hidden code and determine
-text:000000000040078E

-text:000000000040078E tr = quord ptr -18h

text:0000000A004AA7EE v ] = quord ptr -8 [ Y/ [ s e

the technique’s relative stealth, resilience, and
.text:000000080040878E push rbp ) )

.text:000000080040878F mowv rbp, rsp

.text:0000000000400792 sub sp, 26h . o o .
-text:0000000000400796 [rbp+nptr], rdi

ttttt otency as a means of defeating reverse engineerin
-text:000AAAONOBLAA7 OF edx, BAh ; base e
.text:0O000000A0BLAA7 A3 esi, @ ; endptr

.text:00000000004007A8 di, r nptr

.text:00000000004087AB 11 trtoull

.text:00000000004007B8 mow [rbp+var_8], rax

.text:00000000004007BY mow rax, 9007EB3IBBOCH3148h

.text:0O000000A0BL4AA7EE add [rbp+uvar_8], rax

-text:000AAAONOBLAAZC2 mou rax, G6EBD23148FG63148h

.text:0000000A004887CC ulg [rbp+var_8], rax

.text:000000000804007D8 mow rax, 14EBSFOBABABABERh

.text:90000000004087DA add [rbp+var_8], rax

-text:00000000004007DE mow rax, 68732F6E69622Fh

ttttt -000A000AAALAATES and [rbp+uar_ 8], rax

-text:000AAAONOBLAA7EC mou rax, 8B7F41B58FAPC783h

text:0O000000A0BLAA7FG el g [rbp+uvar_8], rax

-text:00000000004007FA moy rax, [rbp+uar 8]

-text:00000000004087FE leave

-text:00000000004007FF retn

.text:00000000004007FF sub_40878E endp

ttttt 1000000 0AB00OL4AB7FF

-text:000008B0RBBLAABAE ; -
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